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ABSTRACT

According to the Personal Information Protection Act and Pseudonymization Guidelines, the mapping is processed to the
hash value of the combination key generation items including Salt value when different combination applicants wish to
combine. Example of combination key generation items may include personal information like name, phone number, date of
birth, address, and so on. Also, due to the properties of the hash functions, when different applicants store their items in
exactly the same form, the combination can proceed without any problems. However, this method is vulnerable to
combination in scenarios such as address changing and renaming, which occur due to different database update times of
combination applicants. Therefore, we propose a privacy preserving combination key generation scheme robust to updates of
items used to generate combination key even in scenarios such as address changing and renaming, based on the thresholds
through probabilistic record linkage, and it can contribute to the development of domestic Big Data and Artificial
Intelligence business.
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Fig. 3. Example of record linkage database



A ¥R 533 =wA] (2022, 10) 919

Field value Name : Kim Birth : 980102
[m] 11001 |1]|0[1]|1 T(1]0|1(1]0[1]0[1]|1
|
WF parameterization J
& generation

Fig. 4. Privacy-preserving record linkage model
using Bloom Filter
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Table 2. Notation for algorithms

Notation

first dataset and second dataset

DS, DS, .
! 2 | what want to combine

CcDS combined dataset

DS;Len | the number of records in DS,

CK Fields the f.’ield.s used to generate the
combination key

EBI “Eligible bit identification” stage
FBF Ien bloom filter length by each field
after EBI

bloom filter length of all record
RBF Len | after "RBF parameterization &
generation”

dataset with bloom filter by each

FBE.DS, field in CK Fields after EBI

grpF ps | dataset with combination key
" | after "RBF permutation

bloom filter of each field in

FBEBE | pop ps
ok the combination key of each
record in DS,
. the fields' weight after “field
weights . . .
weighting
Dice dice coefficient of record pair
Chmbine combine records except for fields

in CK Fields

Detail Checkj detail check between records

permutation used when combine

F Perm FBF BF
R Perm permuta@onn used when RBF
permutation
. ambiguous scope requiring
seope Detail Check:
H, ith hash used for bloom filter
threshold the threshold that can combine
the records
ith record / value of dataset D /
Dlil,d|i
[2), li] data d
Dli]. field ‘;l)lﬁ] value corresponding field of

W71 A4 el SaltE diAels] S8l ARl o
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Algorithml :
FBF Combination Key Generation

Input: DS, DS, k, p, ¢, CK_Flelds
Output: FBF_DS,, FBF DS,

1. FBF_Len= EBI(DS,, DS,,k,p,q, CK_Fields)
2. Create FBF_DS,, FBF_DS,

3. For i=1to 2 :

4. For ide=1 to DS Len :

5. record= DS, [idx]

6 For field in CK_Flelds :

7 len=FBF_Len.field

8 data=record. field

9

bf=0....0
Ten

10. For h=1 to k :

11. bf[]#(data)%len] =1

12. End For

13. FBF_DS, [idx]. field=bf

14. End For

15. End For

16. return FBF_DS,, FBF_DS,

Fig. 7. Algorithm1
Generation

FBF Combination Key

Algorithm2 :
RBF Combination Key Generation

Input:
FBF_DS,, FBF_DS,,weights, F_Perm, R_Perm, CK_ Fielc
Output: RBF DS, RBF DS,
. Create RBF_DS,, RBF DS,
RBF Len=0
. For field in CK_Fields :
w=weights. field
RBF Len=max(RBF_Len, FBF Lenx(1/w))
. End For
. For i=1to 2 :
For idz=1 to DS;Len :
rbf =empty bit string
10. For field in CK_Fields :

© NS oA W

©

11. len= RBF _Len Xweights.field
12. concatenate

F Perm(FBF_DSi lidz]. field, len) to rbf
13. End For

14.  RBF_DS,lidr] = R_Perm(rbf)

15. End For

16.End For

17.return RBF_DS,, RBF_DS,

Fig. 8. Algorithm2
Generation

RBF Combination Key

Algorithm3 : Dataset Combination

Input: RBF_DS,,RBF_DS,, CK_ Fields,threshold, scope

Output: CDS

1. Create CDS

2. For idr, =1 to DS Len :

3. For idr,=1 to DS,Len :

ck, = RBF_DS, |ida, |

ck, = RBF DS, [ida,)

If Dice(cky,ck,) > threshold and not in scope:
CDS|idx, ,idx, | =

Cbmln'ne(DSl [idxl ] , DS, [z’dﬂc2 } s CKfFields)

8. Else If Dice(ck;;ck,) is in scope:

NS o

9. If pass Detail Check(DS, [idz, ], DS, [idx,]):
10. CDS|id,,idx, | =

Combine(DS, [idx, |, DS, [idx, |, CK_Fields)

11. End If

12. End If

13. End For

14.End For

15.For ddr, =1 to DS Len :

16. If idr, not in CDS :

17. CDS[ida:l, . ] = Cbmbine(DSl [idxl},CY(fFields)
18. End If

19.End For

20.For idr,=1 to DS,Len :

21. If idx, not in CDS :

22.  CDS| - idx,| = Combine(DS, idx, |, CK_Fields)
23. End If

24.End For
25.return CDS

Fig. 9. Algorithm3 : Dataset Combination
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Table 4. The nation’s top 50 family names

Rank Family Name Counts
1 Kim 10689959
2 Lee 7306828
50 Gong 91869

Table 5. Top 1000 names born since 2008

Rank Name Counts
1 Ji Woo 44128
2 Min Jun 39435

1000 Si Jin 775
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Table 6. Field weights by scenarios

Weights

Scenario | Name | Address | Mobile Birth

30% 10% 33% 27%
30% 7% 36% 27%
30% 32% 11% 27%
30% 35% 8% 27%

11% 30% 34% 25%
13% 26% 28% 33%
27% 31% 10% 32%
25% 25% 25% 25%
25% 25% 25% 25%
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Table 7. Result of each scenarios

Ch. | Sen. | #SR| #DR | #{SR<t,} | #{SR<t,} | #{DR=1t,} | #{DR>t,} | Min{SR} | Maz{DR}
549 500 | 249,500 0 . 0 0 0.8269 0.7974
o ©) < 250,000 . . 4 0 . 0.8259
@ | 500 | 249,500 0 0 19 0 0.9368 0.8508
@ | 500 | 249,500 0 0 18 0 0.9631 0.8597
543 ® | 500 249,500 0 0 27 0 0.9188 0.8317
@ | 500 | 249.500 0 0 6 0 0.9466 0.8383
® | 500 | 249,500 0 3 3 0 0.8897 0.8160
- ® . 500 . . 4 0 . 0.8249
o @ . 500 . . 0 0 . 0.7974

Ch. : chapter, Scn. @ scenario, t;

¢ threshold 0.8, t,

 threshold 0.9

SR/DR : set of same person / different people record pair's dice coefficient

# ' the number of elements in the set, Min, Max

Coefficient= dHlo]elAl 1, 29 4331 z8=2 ok
0.82490]c}t, @ Ave] 9] o} <lE A5 49| 3
] Dice Coefficient+ HloJE{Al 1, 22] 4899 =}

2 9F 0.7947°]c},
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CoefficientS Z& % AE AR A ©, @ Al

dele w2 s
545 e Z3t

Aol AHEE 971R] 9] AlvE] Lol g T 9
= A5 g A °]5}°ﬂ g Ax 2 A
Dice Coefficient®} & Q& A& 4] AR
o]4fol wigt ZAz ¥ W Dice Coefficient=
Table 7.9} 2t}

ae]x AR A9 Dice Coefficient”t 4AIE
olAfelwl T4 <lEolt}t Bl= 7 1(hypothesis
1), ‘A= ¢ Dice Coefficient”} JAIZE vlwko]
W o2 olEolt} gl 7M 2(hypothesis 2)el
3] Al AxE Aespd ofey 72}

® Ave] s} 3ol 7PEA R A3 A elx 54
EAE o4 4 ol AS, dAFE 0.8 dis A}
1 1, 25 100% w=b&skc) @ ® Ay Lo 2
B4 $AE 7Ee R AR A 7kt A
AAZE 0.9 dall 7 18 4 99.4% =

‘

N

" minimum, maximum value of the set

shvd, 71 28 24 99.9892% &gl
©) Mﬂ °9‘r o] v 8l 2® el 54
%}1“ 735, A%k 0.8 sl 7}
I3k ©®, @ Avelest 2

99.2% wWE3t). ®, @ © Aveles 5 AdE
2kg o] EASA gfornm M 1ol HiF AF2
E7ss

weba s AdE FEl BE Alve] e s
7M1, 28 99% °1°4e] AFER wHE3kS Table
8.9} #o] oF 4= glorm, 24 RS VIEeR T
AlE dolEMo]x 7+ AR Adle] ke
A sl asln A 249 Dice

Table 8. Accuracy for hypothesis 1, 2

Accuracy Hypo(tyl;e)esw 1 Hypo(t;()esw 2
scenario threshold threshold

0.8 0.9 0.8 0.9

@ 100 100 99.9924 100

@ 100 100 99.9928 100

® 100 100 99.9892 100

@ 100 100 99.9976 100

® 100 99.4 | 99.9988 100

® . . 99.2 100

@ . . 100 100

® 100 . 100 100

©® . . 99.9984 100
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(17)el w2 f9 <date] Wl 7] 5e] xp
5] §lo] A=A = A4t w2, dF S
Britney Spears®] 744 3 olo] & EgkS wle] 7]
3 A4 7 715e] 59 glo] At} whek
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3
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3
H
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